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. Introduction

It is recognised by Doagh Primary School that the online world provides everyone with many
positive opportunities; however, it can also present risks in respect of harm arising out of
conduct, content, contact, and commercialisation. We have a duty of care to ensure that all
children are kept safe online and promote their digital resilience.

Doagh Primary School has allocated responsibilities of safeguarding to designated staff across
the school.

1.1 Policy statement

Doagh Primary School is committed to providing a secure and safe environment for children
when working online. Everyone regardless of age, ethnicity, religion, gender, gender identity,
sexual orientation or any form of disability has the right to equal protection from all types of
online harm or abuse.

Doagh Primary School actively promotes the participation of parents and carers to help
safeguard the welfare of pupils and promote the safe use of technology.

Co-operating to Safeguard Children and Young People in Northern Ireland (Department

of Health, 2017) provides the overarching policy framework for safeguarding children in the
statutory, private, independent, community, voluntary, and faith sectors. It states:

"Organisations which engage with children using e-technology should have a specific e-safety
policy in place which has been made available to parents, carers. This should outline how the
organisation mitigates against risk of harm and help ensure as far as possible that children
engaging with the organisation online are kept safe when doing so. All staff and volunteers
who have contact with children should promote the safe and responsible use of technology in
its many forms. All staff and volunteers should know how to respond if a child directly divulges
an e-safety incident and how to escalate it appropriately.”

This policy should be read in conjunction with:

e Co-operating to Safeguard Children and Younqg People in Northern Ireland

https://www.health-ni.gov.uk/publications/co-operating-safeguard-children-and-young-
people-northern-ireland

o The Safeguarding Board for Northern Ireland’s (SBNI) Procedures Manual
https://www.proceduresonline.com/sbni/



https://www.health-ni.gov.uk/publications/co-operating-safeguard-children-and-young-people-northern-ireland
https://www.health-ni.gov.uk/publications/co-operating-safeguard-children-and-young-people-northern-ireland
https://www.proceduresonline.com/sbni/
https://www.proceduresonline.com/sbni/

In all matters relating to safeguarding and child protection procedures or policies, the
best interests of the child must be the paramount consideration.

1.2 Aims and objectives
The purpose of this online safety policy is to:

e Ensure the protection, safety, and wellbeing of children when accessing the internet
within our school and educating them on the safe use of social media, or mobile
devices whilst recognising that this is mainly a parental responsibility.

e Make sure that safeguards are put in place to keep children safe and to prevent harm
from occurring when participating in online activities in school.

e Provide staff and volunteers with the overarching principles that guide our approach
to online safety.

e Ensure that as a school we operate in line with our core values and within the law.

1.3 Review

The policy, procedures, and guidance are reviewed annually by the ICT Coordinator, or sooner
if deemed necessary due to significant changes in legislation or government guidance on
online safety, or because of any other significant event or safeguarding incident.

2. Online harms and reporting

Online harms are user-generated content or behaviour that is illegal or could cause significant
physical or psychological harm to a person. Online harms can be illegal, or they can be harmful
to a child, but still be legal. It is essential that children, in particular, are safeguarded from
potentially harmful and inappropriate online material.

Examples of online harms include:

e Online child sexual exploitation or grooming
e Viewing harmful content

e Sharing nudes

e Online bullying



e Online gambling

The breadth of issues classified within online safety is considerable and ever-evolving, but can
be categorised into four areas of risk:

e Content: Being exposed to illegal, inappropriate, or harmful content, for example:
pornography, fake news, racism, misogyny, self-harm, suicide, anti-Semitism,
radicalisation, and extremism.

e Contact: Being subjected to harmful online interaction with other users; for example:
peer-to-peer pressure, commercial advertising, and adults posing as children or young
adults with the intention to groom or exploit them for sexual, criminal, financial, or
other purposes.

e Conduct: Online behaviour that increases the likelihood of, or causes, harm; for
example, making, sending, and receiving explicit images (e.g., consensual and non-
consensual sharing of nudes and semi-nudes and/or pornography), sharing other
explicit images, and online bullying.

e Commerce: Risks such as online gambling, inappropriate advertising, phishing, and/or
financial scams.

2.1 Online Child Sexual Abuse
Sexual abuse can happen online as well as offline and includes:

e Showing pornography

e Exposing a child to sexual acts

e Forcing a child to make, view, or share child abuse images or videos
e Making, viewing, or distributing child abuse images or videos

e Forcing a child to take part in sexual activities or conversations online
e Blackmailing a child to share their images unless they pay out money

Online child sexual exploitation occurs when a child is sexually exploited online. They may be
persuaded or forced to create sexually explicit photos or videos or have sexual conversations.

The internet has not created child sexual abuse, but it makes it easier for adult offenders to
contact and groom children. When contacting a child online, an adult offender’s objective
might be to meet them face to face to abuse them. Many offenders, however, abuse children
without meeting them by forcing or tricking them into producing and sharing sexual images
or videos or engaging in sexual activity on camera or livestream.

If school receives information which suggests a child is being sexually exploited, or at risk of
sexual exploitation, a report should be made to the relevant HSCT or PSNI and a child
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protection investigation should be conducted in compliance with the requirements of the Joint
Protocol. The PSNI must be involved as early as possible in the investigative process to ensure
any evidence that may assist prosecution is not lost, and to enable a disruption plan to reduce
the victim’s contact with the perpetrator(s) and reduce the perpetrator(s) control over the
victim(s) to be put in place without delay. Once concerns have been reported, the HSCT and
the PSNI must ensure that urgent action is taken to protect the child and safeguard the child
from any continuing risk of harm.

Staff and volunteers should always remain vigilant and observant to this type of abuse.
Offenders of child sexual abuse come from all walks of life. Perpetrators, although
predominantly male, can also be female, young, or old, and from any social or cultural
background. They can abuse children of any gender, age, and social or cultural background.
They can also be people that the child knows.

2.2 Child sexual abuse material

Child sexual abuse material is a result of children being groomed, coerced, and exploited by
their abusers, and is a form of child sexual abuse. It is important to use the correct term ‘child
sexual abuse material’ and not ‘child pornography’ which implies it is a sub-category of legally
acceptable pornography, rather than a form of child abuse and a crime.

It is a serious criminal offence against children to take, make, distribute, or possess an indecent
photograph or pseudo-photograph of a child under the age of 18.

Child sexual abuse material can remain online indefinitely, therefore children continue to be
re-victimised each time it is viewed, shared, or downloaded. Children who have been abused
in this way may grow up with feelings of shame, guilt, humiliation, and fear that abuse materials
may resurface in future, giving them no sense of closure for the crimes committed against
them.

2.3 Sharing nudes

Sharing nudes or semi-nudes is a term used to describe when persons under 18 send or post
nude or semi-nude images, videos, or livestreams online. Professionals might use the term
sexting, youth-produced sexual imagery, or self-generated indecent imagery. Young people
might use terms such as nudes, pics, or dick pics.

It is illegal to take, possess, or share nude images of anyone under 18 and it is important that
young people are aware of this. The legislation was created to protect and safeguard children
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from abuse, it was not created to criminalise them. Staff responding to incidents of sharing
nudes and semi-nudes is complex because of its legal status. Staff should be alert to their legal
obligations including reporting of offences - Section 5 of the Criminal Law Act (NI) 1967 makes
it an offence to fail to report a relevant offence. This includes children sharing nudes and semi-
nudes.

Even if a young person has technically committed an offence, the matter will be dealt with
sensitively by the police, who will take into consideration all the circumstances. However,
young people who pressure other under 18s to share nudes and semi-nudes, or intentionally
share or threaten to share intimate images or films without consent are committing a serious
offence.

Finding a sensitive and supportive way to deal with the situation is the goal. A child or young
person may be feeling embarrassed or distressed and it can be difficult for adults to know
what to say and do. The quicker you can respond the more control you have.

Police Service of Northern Ireland advice is that if you receive what you believe to be an
indecent image, do not delete it and contact the Police as soon as you can. You must not send
this image to another person or show it to anyone else as you may be committing an offence.

2.3.1 Searching and confiscating mobile devices

As set out in the Department of Education Guidance for Schools on Pupils' Personal Use of

Mobile Phones and other Similar Devices During the School Day, personal use of pupil mobile

phones and other similar devices should be restricted during the school day for the vast
majority of pupils. This includes during lunch and recreational periods.

The Department recommends that Boards of Governors and principals should take steps to
restrict the use of mobile phones and other similar devices for pupils’ personal use throughout
the school day, including during lunch and recreational periods.

We recognise that access to mobile phones by children has become a useful tool for families
to keep in contact with each other in case of emergency on the way to and from school.
However, during school hours, all mobile phones must be switched off in school and stored in
school bags. If staff see children using a mobile phone during school hours, they may take
the phone off the child and it will be kept in the school office until home time. Staff should
not use personal mobile phones during designated teaching sessions or whilst supervising
children.


https://www.education-ni.gov.uk/publications/circular-202414-guidance-schools-pupils-personal-use-mobile-phones-and-other-similar-devices-during
https://www.education-ni.gov.uk/publications/circular-202414-guidance-schools-pupils-personal-use-mobile-phones-and-other-similar-devices-during

2.3.2 Report Remove

We may inform parents of young people under 18 who are worried that a sexual image or
video of them may have been shared online that they may use Childline and IWF's Report
Remove tool to try to remove it.

Report Remove is a tool that allows young people to report an image or video shared online,
to see if it's possible to get it taken down. Provided by Childline and IWF, it keeps the young
person informed at each stage of their report and provides further support where necessary.
Report Remove can be accessed by visiting childline.org.uk/remove.

2.3.3 Talking to a child about keeping safe online

Having early, often, and open conversations with a child or young person about their online
activity can help them understand who to trust online and empower them to avoid or safely
deal with inappropriate contact. We encourage our parents to talk to their children and we
provide information to support this when possible.

It is easy for someone to hide their identity online and the risks with sharing sexual messages,
images, videos, and/or livestreams with strangers or new online ‘friends’ that they don't know
in real life. Further advice can be found on the Online Safety Hub or Safer Schools App.

Online safety Skills’ Development for Staff

» All staff receive regular information and training on online safety issues through the
co-ordinator at staff meetings.

» All staff have been made aware of individual responsibilities relating to the
safeguarding of children within the context of online safety and know what to do in
the event of misuse of technology by any member of the school community.

> New staff members receive information on the school’s Staff Acceptable Use
Agreement (Appendix 1) as part of their induction.

» All staff are encouraged to incorporate online safety activities and awareness within
their lessons.

Online safety information for parents / carers

» Parents/carers are asked to read through and sign the Pupil Acceptable Use Agreement
(Appendix 2) on behalf of their child.

» Parents/carers are required to make a decision as to whether they consent to images
of their child being taken/used on the school website, Seesaw, Facebook and
Instagram. (Appendix 3)


https://www.childline.org.uk/info-advice/bullying-abuse-safety/online-mobile-safety/report-remove/
https://www.childline.org.uk/info-advice/bullying-abuse-safety/online-mobile-safety/report-remove/
https://onlinesafetyhub.safeguardingni.org/sharing-nudes-and-semi-nudes/
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The school website contains useful information and links to sites like CEOP’s
thinkuknow, Childline, and the CBBC Web Stay Safe page.

Parents will be encouraged to download the Safer Schools NI app on devices at home
The school will communicate relevant online safety information through newsletters
and the school website.

Parents should remember that it is important to promote online safety in the home
and to monitor Internet use.

Keep the computer in a communal area of the home.

Be aware that children have access to the internet via gaming stations and portable
technologies such as smart phones.

Monitor on-line time and be aware of excessive hours spent on the Internet.

Take an interest in what children are doing. Discuss with the children what they are
seeing and using on the Internet.

Advise children to take care and to use the Internet in a sensible and responsible
manner. Know the SMART rules. (Appendix 4)

Discuss the fact that there are websites/social networking activities which are
unsuitable.

Discuss how children should respond to unsuitable materials or requests.

Remind children never to give out personal information online.

Remind children that people on line may not be who they say they are.

Be vigilant. Ensure that children do not arrange to meet someone they meet on line.
Be aware that children may be using the Internet in places other than in their own
home or at school and that this internet use may not be filtered or supervised.

Teaching and Learning

Internet use:

>

>

The school will plan and provide opportunities within a range of curriculum areas to
teach and reinforce online safety.

Educating pupils on the dangers of technologies that may be encountered outside
school is done informally when opportunities arise and as part of the online safety
curriculum.

Pupils are aware of the impact of online bullying and know how to seek help if these
issues affect them. Pupils are also aware of where to seek advice or help if they
experience problems when using the Internet and related technologies; i.e.
parent/carer, teacher/trusted member of staff, or an organisation such as
Childline/CEOP.

The school Internet access is filtered through the C2k managed service.

No filtering service is 100% effective, therefore all children’s use of the Internet is
supervised by an adult.

Use of the Internet is a planned activity. Aimless surfing is not encouraged. Children
are taught to use the Internet in response to a need e.g. a question which has arisen
from work in class.

Pupils will be taught what Internet use is acceptable and what is not and given clear
objectives for Internet use.

Pupils will be educated in the effective use of the Internet in research, including the
skills of knowledge location, retrieval and evaluation.
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>

>

>

The school will ensure that the use of Internet derived materials by staff and pupils
complies with copyright law.

Pupils should be taught to be critically aware of the materials they read and shown
how to validate information before accepting its accuracy.

Children are taught to be Internet Wise. Children are made aware of Internet Safety
Rules and are encouraged to discuss how to cope if they come across inappropriate
material.

Areas discussed in each Key Stage in relation to Online safety and linked to PDMU

All teachers have a copy of CEA 'Digital for life and work. Preparing children for a digital word'
to refer to

Foundation Stage

>
>

>

>

Pupils explore ‘Smartie the Penguin’ and 'Digiduck’

Pupils learn that they can go to exciting places online, but they need to follow certain
rules to remain safe

Pupils learn that many websites ask for information that is private and discuss how to
responsible handle such requests

Pupils learn what to do it something appears on the screen that they are unsure of or
makes them unhappy

Key Stage One

>

>

>

>

Pupils learn that the information they put online leaves a digital footprint or ‘trail’. This
trail can be big or small, helpful or hurtful, depending on how they manage it

Pupils learn that children sometimes can act like bullies when they are online. They
explore what cyberbullying means and what they can do when they encounter it
Pupils explore reasons why people use passwords, learn the benefits of using
passwords, and discover strategies for creating and keeping strong, secure passwords
Pupils learn that it is important to talk to a trusted adult at home and in school if
something they have encountered online makes them feel unhappy

Key Stage Two

>
>

>

Pupils think critically about the information they share online

Pupils learn how to create secure passwords in order to protect their private
information and accounts online

Pupils learn what spam is, the forms it takes, and then identify strategies for dealing
with it

Pupils learn that the Internet is a great place to develop rewarding relationships. But
they also learn not to reveal private information to a person they know only online
Pupils explore how it feels to be cyberbullied, how cyberbullying is similar to or
different than in-person bullying, and learn strategies for handling cyberbullying if it
arises

It is reinforced to pupils that it is important to talk to a trusted adult at home and in
school if something they have encountered online, makes them feel unhappy
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2.4 Online Grooming

Grooming is when someone builds an emotional connection with a child to gain their trust for
the purposes of sexual abuse, sexual exploitation, or trafficking. Children and vulnerable adults
can be groomed online or face-to-face, by a stranger or by someone they know, for example,
a family member, friend, or professional. Groomers may be male or female of any age.

It can be difficult to tell if a child is being groomed as the signs are not always obvious and
may be hidden. Older children might behave in a way that seems to be "normal" teenage
behaviour, masking underlying problems. A child is unlikely to know they've been groomed.
They might be worried or confused and less likely to speak to an adult they trust.

Some of the signs you might see include:

e Being very secretive about how they're spending their time, including when online

e Having an older boyfriend or girlfriend

e Having money or new things like clothes and mobile phones that they can't or won't
explain

e Underage drinking or drug taking

e Spending more or less time online or on their devices

e Being upset, withdrawn, or distressed

e Sexualised behaviour, language, or an understanding of sex that's not appropriate for
their age

e Spending more time away from home or going missing for periods of time

2.4.1 How to respond to suspected grooming

Grooming is a criminal offence and occurs where an adult communicates with a person with a
view to grooming a child (The Sexual Offences (Northern Ireland) Order 2008).

If there are suspicions that a child has become at risk from online grooming we recognise the
importance of the following —

» To listen, reassure and report.
» Try not to panic and remember the following:

e Reporting any concerns to the safe guarding team who will contact the CPSS (EA), the
police on 101, report it online or phone 999 in an emergency.

e Complete a Note of Concern. We may take screenshots and save messages. This will
help us to prove what has been happening when reporting.

12


https://www.bing.com/search?q=The+Sexual+Offences+(Northern+Ireland)+Order+2008&cvid=178cf1da1d9f488885826d077b4ca886&gs_lcrp=EgRlZGdlKgYIABBFGDkyBggAEEUYOTIGCAEQABhA0gEHODA4ajBqNKgCALACAA&FORM=ANAB01&PC=U531&adlt=strict
https://reporting.psni.police.uk/report#/IntroAdult

e We will advise that all communication with the person who is grooming them is ended,
and the person is blocked on all platforms and devices.

Further advice on online grooming can be found on the Online Safety Hub.

2.5 Online blackmail (sextortion)

Online blackmail is when someone threatens to share private information, images, or videos
of a person online unless something is done for them. Young people sometimes send nude
pictures or videos to flirt or have fun with other people online. These people might be known
to young people in person or only online. Young people may believe that images and videos
will not be shared any further. Unfortunately, there are some offenders online who will try to
trick or pressure young people into sending nude images or videos of themselves. This can
happen through their favourite social media app, website, or platform.

Once an offender has a nude image or a video, they may threaten to share it publicly, unless
the young person meets a financial demand (Financially Motivated Sexual Extortion — often
referred to as ‘Sextortion’).

‘Sextortion’ may present as:

e Financial blackmail using sexual/indecent images that have been sent to an offender a
child or young person has had contact with online.

e Financial blackmail using images that have been stolen from a child or young person,
taken through hacking or have been faked using image altering technology.

e Blackmail using sexual/indecent images that a child or young person has sent to an
offender, but with a demand for something other than money. This might be a demand
for them to do something they don't want to, like give them use of your bank account.
Sometimes the offender may ask for more nude images.

If we think a child/young person is experiencing online blackmail we will report it to the CPSS
(EA) and the police by calling 101 or 999 in an emergency.

Further advice on online grooming can be found on the Online Safety Hub.

2.6 Harmful content

As children start to explore the internet, they may come across content that isn't suitable for
their age, or that may upset or worry them.
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Harmful content can include:

e Sexual content, including pornography
e Violent content

o Fake news

e Hate speech

Content may be legal but could be harmful to a child. Harmful content can depend on a child's
age, development, maturity, and support.

2.6.1 Pornography

Having, sharing, or selling adult pornography is, as a general rule, not illegal. However, some
pornography is illegal and possessing, making, or distributing it are serious offences.

Legal adult pornography is readily available online. It can be found via search engines, but
often it appears in pop-ups. It is not illegal for someone under the age of 18 to watch
pornography, it is illegal for someone to show, or give access to pornography to anyone under
16.

2.6.2 Extreme pornography

It is illegal to possess 'extreme pornographic images'. This is material that's 'grossly offensive,
disgusting or otherwise obscene’, and that 'explicitly and realistically’ shows:

e Life-threatening injury

« Significant injury to a person’s anus, breasts, or genitals
e Bestiality (a sexual act with an animal)

e Necrophilia (a sexual act with a human corpse)

e Rape or assault by penetration

2.6.3 Effects on children

e Normalisation of extreme or risky sexual acts

e More likely to engage in harmful sexual activity
e Developing discriminatory attitudes

e Inability to engage in real-life relationships
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An unhealthy preoccupation with pornography which can interfere with other aspects
of life

Some young people speak of being “obsessed” or “addicted” to certain online material,
most notably pornography. For some, visiting adult sites had become part of their daily
routine. Doagh Primary School staff should be aware of children’s use of the internet
whilst in the building and interacting online and any concerns should be forwarded to
the Safe guarding team.

Pupils will be informed that network and Internet use will be monitored through the
‘Securus XT' programme.

All devices in school are linked to the C2K wireless which has a built in filtering
system and is carefully monitored and updated by C2K

2.7 Voyeurism

Voyeurism is a direct observation of another adult or child without their knowledge, when a

reasonable level of privacy is expected. This includes, but is not limited to, cameras being set

up in communal areas such as toilets, and private areas such as bedrooms, in order to record

someone engaging in a private act (e.g., taking their clothes off or engaging in sexual activity).

It also includes viewing live footage of another individual engaging in voyeuristic activities.

Upskirting, downblousing, and cyberflashing are specific criminal offences in Northern Ireland.

Upskirting is when someone uses a mobile phone or mirror to observe or take a
photograph/recording under a person’s clothing without their consent with the
intention of obtaining sexual gratification, or to cause humiliation, distress, or alarm.
Downblousing is when someone uses a mobile phone or mirror to observe or take a
photograph/recording down somebody’s top without their consent with the intention
of obtaining sexual gratification, or to cause humiliation, distress, or alarm.
Cyberflashing is when someone sends an unsolicited sexual image to a person without
their consent via digital methods such as social media or dating apps.

Staff should raise any concerns with the Safeguarding team immediately if they suspect an

offence is being committed.
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2.8 Self-harm and suicide

Many online forums, social media, messaging apps, and websites can glorify, reinforce, or
encourage self-harming or suicidal behaviour. Content includes information, pictures, or
videos on how to self-harm and describe ways in which children can take their own lives.

The reasons children and teenagers can self-harm are often complicated and will be different
for every child or young person. Sometimes a child or teenager may not know the reasons
they self-harm. For many young people, self-harm can feel like a way to cope with difficult
feelings or to release tension. The physical pain of hurting themselves can feel like a distraction
from the emotional pain they're struggling with.

Some difficult experiences or emotions can make self-harm more likely in children:

e Experiencing depression, anxiety, or eating problems

e Having low self-esteem or feeling like they are not good enough

e Being bullied or feeling alone

e Experiencing emotional, physical, or sexual abuse, or neglect

e Grieving or having problems with family relationships

e Feeling angry, numb, or like they do not have control over their lives

Any concerns about a child or young person should be communicated to the Safeguarding
team.

2.9 Online bullying

Bullying is behaviour that hurts someone else and includes name-calling, hitting, pushing,
spreading rumours, threatening, or undermining someone.

Guidance: Effective Responses to Bullying Behaviour (Dep of Education) details support

available for bullying in education settings in line with the Addressing Bullying in Schools Act
(Northern Ireland) 2016 and aims to promote an anti-bullying culture in schools. There is a

wide range of possible interventions available which differ according to the type of bullying,
needs that need to be addressed, and the purpose of the intervention.

Most cases of online bullying happen outside school, meaning schools are not always able to
take direct action. We may be able to put in place measures which may help to prevent online
bullying occurring outside of school hours. For example, pupils may learn/be given advice
about online behaviour and its risks through the school curriculum and by taking part in
activities for Anti-Bullying Week and Safer Internet Day. See Addressing Bullying Policy.
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https://www.education-ni.gov.uk/sites/default/files/publications/education/Effective%20Responses%20to%20Bullying%20Behaviour%20%28January%202022%29_4.pdf
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https://www.education-ni.gov.uk/publications/addressing-bullying-schools-act-ni-2016-act

Online bullying, often referred to as cyberbullying, can occur on any type of device connected
to the internet, including social networks, gaming, and websites.

Some examples:

e Abusive or threatening messages or emails

e Abusive comments on social media

e Sharing humiliating videos or pictures of someone

e Spreading rumours online

e Trolling — the sending of menacing or upsetting messages on social networks, chat
rooms, or online games

e Excluding children from online games, activities, or friendship groups

2.9.1 Signs of bullying
No single sign will indicate for certain that your child's being bullied, signs may include:

e Belongings getting 'lost' or damaged

e Physical injuries, such as unexplained bruises

e Being afraid to go to school, being mysteriously 'ill' each morning, or skipping school
e Not doing as well at school

e Asking for, or stealing, money (to give to whoever is bullying them)

e Being nervous, losing confidence, or becoming distressed and withdrawn

e Problems with eating or sleeping

e Bullying others

2.9.3 How to help a child experiencing online bullying
In Doagh Primary School we encourage the following:

e Reassure them we are there to help

e Speak to a member of staff or trusted adult

e Help them to block and report

o Show them how to save evidence by taking screenshots

e Remind them never to retaliate

e Let them know they can always talk to any staff member or Childline

e Any allegation of bullying will be investigated in line with our Addressing
Bullying Policy
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2.9.4 Responding to online bullying incidents

If a child or young person is experiencing bullying in an online setting whilst at home, we
encourage them to report it to the social media or gaming platform. We also may advise them
to contact 101 for advice from the police as some behaviour may break the law. Any
allegation of bullying will be investigated in line with our Addressing Bullying Policy

Schools have additional requirements under the Addressing Bullying in Schools Act (NI) 2016

on steps to be taken which can be found in section 5.2.

If staff or parents are seeking guidance and support on issues affecting children they can
contact the NSPCC helpline on 0808 800 500 or email help@nspcc.org.uk.

Other contacts:

o Text-A-Nurse: A text messaging service for parents and carers to access professional
nursing advice on young people’s health and wellbeing issues.

e Parentline: A free and confidential helpline and online chat service for parents and
carers in Northern Ireland.

e Parenting Focus: Provide a free support line and webchat for parents and carers in

Northern Ireland.
e Childline: If you require help and support in confidence, you can call Childline on 0800
1111. You can find additional resources on bullying and cyberbullying on their website.
o Lifeline: Northern Ireland’s crisis response helpline. If you, or someone you know, is in
distress or despair, call Lifeline on 0808 808 8000. This is a confidential service, where
trained counsellors will listen and help immediately on the phone and follow-up with
other support if necessary. The helpline is available 24 hours a day, seven days a week.
e Youth Wellness Hub
e Anti-Bullying Alliance
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https://www.childline.org.uk/
https://www.lifelinehelpline.info/
https://cypsp.hscni.net/youth-wellness-web/
https://anti-bullyingalliance.org.uk/

2.9.5 Preventing Bullying

Doagh Primary school has a robust addressing bullying policy and endeavours to prevent
bullying type behaviour. As staff we -

e Consider whether there are any areas where bullying may be more likely to happen,
e.g., toilets or unsupervised areas.
e Are aware of dynamics of children’s relationships.

We aim to create an inclusive and supportive environment where children, young people, and
adults treat each other with respect.

2.10 Other offences committed online

It is important to note that children under 18 years can be victims of criminal offences outlined
below. If these offences are suspected to be committed against a child or young person this
should be discussed with CPSS (EA) and then reported to the police on 101 (999 in an
emergency) if advised.

2.10.1 Domestic Abuse

The offence of domestic abuse criminalises patterns of physical and/or psychological abuse
by a partner, ex-partner, or close family member. It covers behaviour that is physically violent,
threatening or intimidating, as well as behaviour that is controlling or coercive or amounts to
psychological, emotional, financial, online or technological abuse. Online and technological
abuse is where abusers exploit the use of technology, social media, or other online means to
control or coerce victims.

2.10.2 Stalking

The offence of stalking occurs when anyone engages in a course of conduct which causes,
intends to cause, or ought to know that it will cause another person to suffer fear, alarm or
substantial distress, commits the offence of stalking.

Stalking can also be carried out online using any type of electronic communication for example
the sending of unwanted or malicious emails or text messages, posting messages on social
media, creating fake social media profiles.
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If the behaviours are fixated, obsessive, unwanted and repeated causing, or intending to cause,
fear, distress, or anxiety, then it is stalking.

It is important to note that children under 18 years can be victims of stalking.

2.10.3 Threatening or abusive behaviour

A person commits the offence by behaving in a threatening or abusive manner, and intends
by that behaviour to cause, or the behaviour is likely to cause, another person to suffer fear or
alarm.

There is a range of behaviours that can be considered as threatening or abusive, which includes
online activity such as publishing or threatening to publish personal information or images
relating to the victim, using multiple social media accounts, email addresses or phone numbers
to contact the victim, creating social media posts or websites containing malicious or personal
content relating to the victim, or referencing things which would have meaning only to the
victim.

2.10.4 Harassment

The offence of harassment (Protection from Harassment (Northern Ireland) Order 1997) occurs

when a person pursues a course of conduct on at least two occasions which amounts to
harassment of another and which the perpetrator knows, or ought to know, will cause the
victim harassment, including alarming the person or causing them distress. Behaviour can be
online as part of a campaign of harassment including frequent, unwanted contact, via
telephone calls, text messages, emails or other contact such as via the internet or social
networking sites.

2.10.5 Putting people in fear of violence

The offence of putting people in fear of violence (Protection from Harassment (Northern

Ireland) Order 1997) is committed when a person’s course of conduct on at least two occasions
causes another to fear, on at least two occasions, that violence will be used against them, which
includes online activity.

20
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2.10.6 Malicious communications

This offence includes communications sent via social media, text messages or email when a
person sends to another person a letter or other article which conveys a message, which is
indecent or grossly offensive and the intention is to cause distress or anxiety to the recipient.
The content of the communication can be a threat; information which is false and known or
believed to be false by the sender; or any other article which is, in whole or part, of an indecent
or grossly offensive nature.

The Communications Act 2003 also makes it an offence to use public electronic

communications networks to send a message or any other matter that is grossly offensive or
menacing.

2.10.7 Hate crime

Hate crime is a criminal offence committed against a person usually because of their
(perceived) race, religion, sexuality, or disability. Hate crime can take many forms from bullying
and name-calling, damage to property, violent attacks and even hate mail.

2.11 Online gaming

Online games can be a great way for children to keep busy and stay in touch with friends and
family, but it is important that they play safely.

Gaming can be a positive thing providing a way for children to relax, socialise, learn new skills,
be part of a team. However, it also carries risks:

e Grooming by online predators

e Online bullying

e Violent content extreme violence, warfare, and criminal activity

e Show explicit sexual acts, which may glamourise rape and sexual assault
e Use racist, homophobic, or sexist language, or swearing

e Depict certain groups such as women in a derogatory way

e Gambling

More information on the risks of online gaming and a short video can be found on the NSPCC
website.
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2.12 Online radicalisation and extremism

Children can be exposed to different views and receive information from various sources. Some

of these views may be considered radical or extreme. Radicalisation is the process through

which a person comes to support or be involved in extremist ideologies. It can result in a

person becoming drawn into terrorism and is a form of harm.

We may seek advice by:

Contacting the CPSS (EA)
Calling the NSPCC Helpline 0808 800 5000 or email help@nspcc.org

Using online platforms safely

Using online platforms for online events has many benefits, such as livestreaming or running

virtual events. Doagh Primary School will always carry out a risk assessment of any new

platform or existing platform before the event to ensure that it is safe and has appropriate

steps in place to help mitigate any risk to children or young people.

The following points should be considered:

Be clear about its purpose: You should be clear about why the platform is being used
and whether it is necessary.

Make sure it is age appropriate: Always make sure that the platform used is suitable
for the age of children, their stage of development and ability. Most social media sites
have age-ratings of 13+, but some livestream apps are often 18+. It might be that
consideration needs to be given to having a parent or carer on the call to supervise the
child, or appropriate parental consent.

Test out communication features: Platforms often have multiple features to allow
people to share, talk and see each other. Consider if the platform allows children or
young people to be contacted, and whether these features are moderated, or
accessible outside the hours where moderation takes place.

Explore safety and privacy settings: Only use a platform that has clear guidance and
advice about how the platform can be kept safe for children.

Consider staff roles and responsibilities: Platforms should have a member of staff
responsible for moderating the platform when it is being used by children or young
people. This is to prevent inappropriate content from being shared on the platform
and help keep them safe.
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Checklist:

Explore safety tools and settings available

Test out the communication features

Ensure all appropriate safety and privacy tools have been enabled before use
Make sure staff, volunteers use our school email address

SNN NN

Ensure staff, volunteers, parents, carers, and children know how to report online
safeguarding incidents
Ensure all staff have read and understand the code of conduct

SN

Consider how the staff involved will monitor the platform

Related policies

Safeguarding and promoting the welfare of children is a broad concept. Other Doagh Primary
School policies and procedures that contribute to safeguarding children should be read in
conjunction with this policy and are available upon request.

If you have any concerns or questions about appropriate procedures, please contact the
Principal.

Legal framework

This policy has been drawn up based on UK/NI law, policy, and guidance and is designed to
provide a framework for online safety. The list is not exhaustive, and it is important that
organisations stay up to date with any changes in legislation or guidance to ensure that the
online safety policy reflects the most current legal standards.

e UN Convention on the Rights of the Child 1989

¢ The Children (NI) Order 1995

o Safeguarding Board Northern Ireland Act 2011

o Cooperating to safeguard children in Northern Ireland (Department of Health)

e Regional core child protection policies and procedures for Northern Ireland
(Safeguarding Board for Northern Ireland)

e Understanding the needs of children in Northern Ireland (UNOCINI) guidance
(Department of Health)

e Children s Strategy 2020-2030 (Department of Education, 2021)

e Safeguarding Vulnerable Groups (Northern Ireland) Order 2007
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Criminal Law Act (Northern Ireland) 1967

Crime and Disorder Act 1998

Section 75 NI Act 1998

Human Rights Act 1998

Every Child Matters 2003

Mental Capacity Act 2005

The Sexual Offences Order (NI) 2008

Children Services Co-operation Act 2015

Data Protection Act 2018

Protection from Stalking Act (Northern Ireland) 2022

Addressing Bullying in Schools Act (Northern Ireland) 2016

The Protection from Harassment (Northern Ireland) Order 1997
Domestic Abuse and Civil Proceedings Act (Northern Ireland) 2021

The Family Homes and Domestic Violence (Northern Ireland) Order 1998
A 10-step guide to sharing information to safeguard children (Information
Commissioners Office)
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Appendix 1
U.I.C.T Code of Conduct for Staff

In line with the school’s Online Safety and ulCT policies, the following Code of Safe Practice has
been highlighted and agreed to by all staff —

Some members of staff may be allocated access by the C2k manager (and with permission
from the Principal) to a website that may potentially contain inappropriate content e.g.
Youtube, Vimeo etc. Staff members should not search through these sites as this may
provide opportunities for inappropriate content to be seen by pupils. Instead staff should
preview whichever web page he/she wishes to use for educational purposes prior to class
use.

Staff should never accept a ‘friend request’ from a pupil on any social networking site, either
inside or outside of school.

Staff should never share their mobile phone number with a pupil, either inside or outside of
school.

During working hours, all staff (teaching and non-teaching) should ensure that personal
mobile phones are on ‘silent’ mode’ during class teaching time.

Staff should ensure that all pupils are aware of the rules for the safe and effective use of the
Internet. These are displayed in classrooms and discussed with pupils.

Staff should ensure that all pupils using the Internet have written permission from their
parents.

Recommended websites for each class are available in the relevant section of our school
website. Any additional websites used by pupils should be checked beforehand by teachers,
as far as is possible, to ensure that there is no unsuitable content and that material is age-
appropriate.

Deliberate/accidental access to inappropriate materials or any other breaches of the school
code of practice should be reported immediately to the Principal/U.l.C.T. Co-ordinator.

In the interests of system security, staff passwords should only be shared with the network
manager. Substitute teachers should use their own user name and password which is left for
them by the relevant staff member.

Teachers are aware that the C2K system tracks all Internet use and records the sites visited.
The system also logs emails and messages sent and received by individual users.

Staff members are advised to use their c2k email address and not their personal email
address. This ensures that all activity can be easily monitored and that content is
appropriate and virus free.

Photographs of pupils should be taken with a school iPad. Consequently, staff should not
take a photograph of a child with their personal mobile phone or store any images (or Child
Protection Data) of any child on any personal laptop etc.

However, in exceptional circumstances, with permission from the Principal, staff members
may take photographs of children with their mobile phone. This may only be done in the
understanding that such images are immediately transferred to the school network upon
return to the classroom. In addition, the staff member is responsible for the subsequent and
immediate deletion of such pictures/videos from the phone and any automatic online
storage associated with the phone. e.g. if a camera has been forgotten on an educational
visit
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°  School systems may not be used for any unauthorised commercial transactions i.e. permission
must be sought from the Principal

Confirmation of Compliance

| hereby confirm that | have read, understood and agree to comply with the school’s code of
conduct.

Name

Position/Post Held

Signed Date

Once completed, signed and dated, please return this form to the Principal.
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STAFF CONSENT 2025 - 2026

This form explains how and why we may process your personal data under data protection laws. To
enable us to comply with our obligations under the General Data Protection Regulation, we are
required to obtain express consent for the use of your personal information/photograph. This may
be for the publication of your personal information on our school website, SeeSaw, Facebook and
Instagram or marketing materials for school events (e.g. through posters, leaflets, our prospectus and
the celebration of achievements through displaying photographs in school). Your name and email (as
recorded in SIMS system) may also be shared with School Money system.

We use such material in our newsletters, school website, SeeSaw, Facebook and Instagram to
promote the events that are taking place at school. Photographs and recordings of pupils and staff for
school, family and press are a source of pride to both the pupils and their families/legal guardians.
Taking, keeping and publishing photographs and video footage also involves processing personal data
under data protection laws. In all instances the image or footage may be of an individual, small group,
class or classes. Where you are named in a photograph, we may use your full name (*newspaper and
media companies will often use a full name and we will not seek further permission for this).
This consent form is valid for the academic year August 2025 — end June 2026. It will be updated on
an annual basis. Consent will also be refreshed where any changes to circumstances occur — this can
include, but is not limited to, the following:

e New requirements for consent (an additional form of marketing/media material for

distribution)
e Changes to school circumstances

Please note:
e Please be aware that websites/social media accounts can be viewed throughout the world
and not just in the United Kingdom where UK law applies.
e We may continue to use your image or footage after you have left the school in promotional
materials or on our website.
e We will not include personal e-mail or postal addresses, telephone or fax numbers on video,
on our website or in any printed materials.

We have published detailed Privacy Notices on our website www.doaghps.co.uk and we have
hard copies available at our school office. These will explain what information we hold and who
we share it with. Your personal information will not be shared or processed for any other
purpose without your express consent.

e Doagh Primary School cannot be held accountable for photographs or video footage taken
by parents or members of the public at school functions or public events. However, school
will strongly advise that any photos/images taken must be for personal use and not
uploaded to any social media sites. Parents do not have the permission of the school to use
photographs/videos of other children or staff from any school digital site.

Consent can be withdrawn at any time by notifying the Principal and completing a new copy of this
form. If you do not consent to a particular use of your personal information you will not suffer any
detrimental effect as a result. Where you would like to amend the provisions for which consent
has been provided, you must submit your request in writing to the Principal. A new form will be
supplied to you to amend your consent accordingly and provide a signature.
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Staff Member:

YES

NO

| give permission for photographs, voice recording or videos of me to be taken and
used within school, for example displays in school entrance and/or to evidence
learning within children’s class work/big books.

I may be named in associated captions which accompany displays within school.

I give permission for my photograph to be used in the printed school newsletter. |
understand that it is posted in PDF format on the school website.

I may be named (including surname) in the caption or article associated with the
image in the school newsletter.

| give permission for photographs, voice recordings or videos of me to be used on the
school’s website.

I give permission for photographs, voice recordings or videos of me to be used on the
school’s SeeSaw.

I give permission for photographs, voice recordings or videos of me to be used on the
school’s Facebook and Instagram pages.

My image, voice or work may be used in school promotional materials, for example:
prospectus, other publications that we produce for promotional purposes.

| give permission for visiting media organisations to take photographs or video
footage of me and use them in local or national publications, on websites and on
radio or television programmes.

My name may be used in connection with this material. (*in these instances full
names are often used).

I may feature in footage recorded for the purpose of teacher training which is shared
with other teachers in the school or externally to help raise teaching standards.

I understand that the school holds a personnel record about me and | may have
access to it upon request to the Principal. (see Privacy Notice for further details)

| give consent for my name, class, primary email address as noted on the school’s
SIMis system to be shared with School Money system (cashless school payment
system)

Signature: Date:
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Appendix 2

Pupil Acceptable Use Agreement

In Doagh Primary School we use a networked computer system which is filtered and controlled by C2K.
This system enables staff and pupils to share and store materials electronically and to access a limited
number of Internet sites which are of educational value. Children will only access the filtered Internet
connection under strict supervision by their teacher and will therefore not have any opportunities to
freely ‘surf the net’.

The use of computers and the internet is an essential tool, which is used to promote and enhance all
aspects of teaching and learning throughout the curriculum. In order to keep everyone safe and help
us be fair to others we have established the following rules which must be followed when using ICT.

| will access the C2k system with my login and password, which | will keep secret.

I will not access other people’s files without permission.

I will only use the computers for school work and homework.

I will not bring software or pen drives/CDs into school without permission.

| will ask permission from a member of staff before using the Internet.

I will only e-mail people | know, or my teacher has approved.

| will not open e-mails sent by someone | do not know.

The messages | send will be polite and responsible.

| will not give my home address or telephone number, or arrange to meet someone.

| will report any unpleasant material or messages sent to me.

N N N N N N N N NN

| understand that the school may check my computer files and may monitor the Internet
sites | visit.

I will not use Internet chat-rooms in school.

| will never give out personal information or passwords.

I will always remember to log-off when | am finished.

I will take good care of the ICT resources in school and use them responsibly.

DN N NN

I will not use my mobile phone in school.

Signed
(child/children):

Date: Signed (parent):
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Appendix 3

PARENTAL CONSENT 2025 - 2026

Dear Parent/Guardian

This form explains how and why we may process your personal data under data protection laws. To
enable us to comply with our obligations under the General Data Protection Regulation, we are
required to obtain express consent for the use of your/your child’s personal information/photograph.
This may be for you to receive our monthly newsletters or PTA information and also for the
publication of your/your child’s personal information on our school website, Facebook, Instagram,
SeeSaw or marketing materials for school events (eg through posters, leaflets, our prospectus and the
celebration of achievements through displaying photographs in school).

This may also be for our online/cashless payment system via School Money.

We use such material in our newsletters, school website, SeeSaw and on our Facebook and
Instagrams page to promote the events that are taking place at school. Our primary aim is to inform
you of the events that are taking place during the school year and, if you wish to participate in them,
how you can do so and to what benefit. Photographs and recordings of pupils for school, family and
press are a source of pride to both the pupils and their families/legal guardians. Taking, keeping and
publishing photographs and video footage also involves processing personal data under data
protection laws. In all instances the image or footage may be of an individual, small group, class or
classes. Where pupils are named in a photograph, we will use first names only unless we have sought
prior permission from you to publish full names (*newspaper and media companies will often use a
full name and we will not seek further permission for this). No children’s names will be used on on
the school’s Facebook or Instagram accounts. We will only use photographs and footage where
pupils are appropriately dressed to reduce the risk of inappropriate use of the images or footage.
Parents/Legal guardians of pupils under the age of 13 should complete this form on behalf of the
pupil.
This consent form is valid for the academic year August 2025 — end June 2026. It will be updated on
an annual basis. Consent will also be refreshed where any changes to circumstances occur — this can
include, but is not limited to, the following:

e New requirements for consent (an additional form of marketing/media material for

distribution)
e Changes to school circumstances

Please note:

e Please be aware that websites/Facebook/Instagram can be viewed throughout the world and
not just in the United Kingdom where UK law applies.

e We may continue to use your child’s image or footage after they have left the school in
promotional materials or on our website.

o We will not include personal e-mail or postal addresses, telephone or fax numbers on video,
on our website or in any printed materials.

e We may include a pupil’s written work, projects and artwork including portraits of other
pupils on our website and in promotional materials.

o Doagh Primary School cannot be held accountable for photographs or video footage taken
by parents or members of the public at school functions or public events. However, school
will strongly advise that any photos/images taken must be for personal use and not
uploaded to any social media sites. Parents do not have the permission of the school to use
photographs/videos of other children or staff from any school digital site.

30



Consent can be withdrawn at any time by notifying the Principal and completing a new copy of this
form. If you do not consent to a particular use of your/your child’s personal information you/your
child will not suffer any detrimental effect as a result. Where you would like to amend the
provisions for which consent has been provided, you must submit your request in writing to the
Principal. A new form will be supplied to you to amend your consent accordingly and provide a
signature.

Please return the enclosed forms to school on or before Friday 5" September
2025. Thank you.

Child/Children’s Names: Class/es:
YES NO

| consent to receiving marketing material via the newsletter and printed/digital
leaflets from the PTA and local community groups/companies.

I give permission for photographs, voice recording or videos of my child to be taken
and used within school, for example displays in school entrance and/or to evidence
learning within children’s class work/big books.

My child may be named (including surname) in associated captions which
accompany displays within school.

| give permission for my child’s photograph and full name to be on display within
school to alert staff regarding any medical conditions (if applicable)

| give permission for photographs of my child to be used in the published/printed
school newsletter. | understand that it is posted in PDF format on the school website.
My child may be named (including surname) in the caption or article associated with
the image in the school newsletter.

| give permission for photographs, voice recordings or videos of my child to be used
on the school’s website.

| give permission for photographs, voice recordings or videos of my child to be used
on the school’s SeeSaw.

| give permission for photographs, voice recordings or videos of my child to be used
on the school’s Facebook and Instagram page/s.

| give permission for my child’s work to be used on the school website and SeeSaw
account.

My child may be named in associated captions or articles on the school website and
SeeSaw account.

My child’s image, voice or work may be used in school promotional materials, for
example: prospectus, other publications that we produce for promotional purposes.
| give permission for visiting media organisations to take photographs or video
footage of my child and use them in local or national publications, on websites and
on radio or television programmes.

My child’s name may be used in connection with this material. (*in these instances
full names are often used).

My child may feature in footage recorded for the purpose of teacher training which is
shared with other teachers in the school or externally to help raise teaching
standards.

Other areas for Consent
| give consent for my child’s name, class, teacher, free school meals entitlement,
dietary requirement, primary mobile number/email address as noted on the data
capture form to be shared with School Money system (cashless school payment
system)
1 give permission for my child to have a plaster applied to cuts or grazes when
necessary.
| give permission for my child to receive intimate care (e.g. help with changing or
following toileting). | understand that staff will endeavour to encourage my child to
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be independent and that | will be informed discretely should the occasion arise. (A
copy of our policy is available upon request).

I give permission for my child to go on supervised walks around Doagh village e.g.
visit the park/local shop or post office with their class.

| give permission for my child to access the internet during school for educational
purposes.

NB: We have installed a Securus Software System which sends screenshots to the
Principal of any unacceptable behaviour captured on the school’s networked system.
This is a protective system to help ensure our children are safe.

Any unacceptable behaviour captured will be shared with parents if required and will
be stored on the school’s secure system.

| give permission for my child’s information to be accessed by the principal within the
Securus System.

PARENT: | have read, understood and agree to the attached UICT Code of Practice for Responsible Use of
Computers and Digital Technologies. | understand that pupils will be held accountable for their own actions
and accept responsibility for setting standards for my child to follow when selecting, sharing and exploring

information and media at home.

Please inform us immediately of any change to circumstances e.g. change of address, contact

numbers, contact details, change of medical needs for your child.

Name of Parent/Guardian: (please print) Signature:
Date:
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Appendix 4

Chlldnet

Inte rnational

Keep zafe by belng oareful not to glve out personal Information
when chatting or posting online. Personal Information Includes o 1T
your emall address, phone number and password. :

Meeting someone you have only been in

touch with online can be dangerous. Only

o so with your parents’ or carers’
permission and even then only when they can be present. Remember
online friends are still strangers even if you have been talking to them

® Someone online might lie abouwt who they are,
REIIHBI and information on the internet may not be
true. Always check information with other
websites, books or someone who Knows.

Tell your parent, carer or a rusted adult if someone .
or something makes you feel uncomfortable or worried,
or if you or someone you know is being bullied online.

You can report online abuse to the police at www_thinkuknow.co_uk

WWw_kidSMars.oro.vk
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